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The dreaded ransomware. At this point, we’ve been 
inundated with news of ransomware impacting our 
communities, and many of us have experienced it or 
know someone who has. As the headlines demonstrate, 
no organization, industry, or government is immune, and 
the effects are widespread.   
 
The ransomware industry is here to stay. If people didn’t 
pay the ransom, the industry would cease immediately. 
However, bad actors can be extremely successful at 
receiving payout, and that stems from the underlying 
duty of an organization to protect its constituents and 
provide them with service. Depending on your 
preparation and ability to detect and respond to an 
incident, if your organization falls victim to an attack, you 
may be forced to make a very difficult decision between 
paying the ransom or not.  
 
Organizations can’t ignore the threat of ransomware in 
the hope that it will go away. There’s a significant 
chance that your organization will be affected by 
ransomware at some point. That’s why it’s important to 
remain knowledgeable about the state of ransomware: 
what the current threats are, how it has evolved, and 
what we can expect in the future. From there, you can 
be proactive in evaluating your existing controls and 
determining where enhancements are needed.  
 
Start with an understanding of the basics of ransomware 
and baseline controls, which we explain here. Now let’s 
take a look at the current state of ransomware, including 
risks and the potential impact. 
 

3 Key Takeaways About Ransomware  

Ransomware could be discussed for days on end, but 
we see three primary takeaways from recent events.  
 
1. The impact is long, and it only grows.  
In the past, ransomware resulted in data being 
encrypted. If organizations didn’t have thorough, recent 
backups to restore from, they faced either permanently 
losing access to their data or paying the ransom in the 
hopes of regaining access, which is never guaranteed. 
However, the impact of ransomware has become 
increasingly long — and it’s about more than just getting 
your data back. 
 

Ransomware now typically involves double extortion. 
During an attack, the ransomware enters your network 
and encrypts data, disrupting operations and services. 
Ransom is demanded for recovery.  
 
But it doesn’t stop there. 
 
Your data won’t only be encrypted – when the 
ransomware infiltrates your network, it will first exfiltrate 
your data. Now you either pay, or you choose not to pay 
and restore from backups. But either way, the bad actors 
will likely extort you again and demand payment to 
prevent them from publishing the data they exfiltrated.  
 
And that double extortion can sometimes become triple 
extortion. The bad actors may not stop with you — they 
often go to your constituents and partners and demand 
payment from them related to the information that was 
exfiltrated. They may threaten your management, 
executives, and board. The opportunities for the bad 
actors go on and on.   
 
However, the impact can extend past the ransom 
demand. Organizations that suffer a ransomware attack 
can lose intellectual property, incur financial losses due 
to penalties or fines, and experience the loss of 
constituents’ trust. Nonprofits may also lose donors’ 
trust.   
 
Organizations can also lose talent. According to 
Cybereason’s Ransomware: The True Cost to Business 
report surveying organizations that had experienced a 
ransomware attack, 32% reported losing C-level talent 
as a result of a ransomware attack, and 29% had to lay 
off employees due to financial pressures stemming from 
the attack. This is significant — replacing high-level 
talent can cause disruption and expense for an 
organization.  
 
As you can see, the collateral damage is not minimal 
and there are far-reaching impacts. But how is that 
quantified?  

The impact of ransomware has 
become increasingly long. 

https://www.capincrouse.com/ransomware-malware-cruelest-form/
https://www.cybereason.com/ebook-ransomware-the-true-cost-to-business
https://www.cybereason.com/ebook-ransomware-the-true-cost-to-business
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Sophos surveyed over 5,000 organizations of various 
industries, sizes, and complexities for its April 2021 
State of Ransomware Report, which provides insight into 
the financial cost of ransomware incidents. The survey 
found that the average total remediation cost more than 
doubled over the prior year, from $0.76 million to $1.85 
million per ransomware event worldwide. In the United 
States, the average remediation cost was $2.09 
million per ransomware event. While there are many 
other factors and considerations, such as the type of 
industry and nature of the attack, the statistics reiterate 
that the impact of ransomware is significant — and 
growing. 
 
2. Ransomware doesn’t just target organizations 
with sensitive or critical data.  
The attacks on the Colonial Pipeline Company and JBS 
Foods showed that bad actors aren’t just targeting 
companies with sensitive data. Yes, the encryption and 
exfiltration of sensitive data is a prime reason many 
organizations choose to pay, even though you can’t trust 
a bad actor’s word that they will unencrypt your data and 
won’t release it on the dark web. And it’s why bad actors 
target financial, legal, higher education, and healthcare 
institutions. But ideal targets for ransomware now extend 
far beyond those that have sensitive or critical data.  
 
If you have operations that you want to keep up and 
running, you are an ideal target for a ransomware event. 
If an organization feels it has a duty to its constituents 
and partners to provide critical services, there is a higher 
chance they will do what is required to get back up and 
running as quickly as possible —and sometimes they 
determine that what is required is paying the ransom.  
 
That’s why Colonial Pipeline CEO Joe Blount decided to 
pay. Blount testified to the Senate Homeland Security 
Committee that he felt restoring the pipeline, which is a 
critical infrastructure asset, “was the right thing to do for 
the country.”  
 
And in the healthcare and similar industries, there are 
operational concerns on top of the risk of data exposure. 
If a healthcare entity’s operations are shut down, it could 

become a life-and-death matter for someone who is 
receiving critical care or lifesaving treatments.  
 
The takeaway here is simple: no one is immune. If you 
have data that you want to be available or if you have 
services and processes that you want to keep 
operational, you need to protect your organization. 
 
3. Controls need to evolve with the threats to 
balance prevention, detection, and response.  
Some organizations may feel that if nothing has 
happened to them yet, it must mean their controls are 
sufficient. Many organizations also believe that if they 
have backups to recover from or cyber insurance to help 
them recoup losses, the impact from ransomware will be 
minimal and they can recover. But it’s important to 
remember that restoring from backups is not always a 
quick process, depending on how many systems were 
affected, and insurance doesn’t cover damage to your 
reputation.  
 
As we noted above, there are significant impacts even if 
you can recover from a ransomware incident. And just 
because an incident hasn’t plagued you now, it does not 
mean it won’t in the future. It’s vital to evolve your 
controls to not only allow you to recover from an incident 
but ensure that you are as equipped as possible to 
prevent it from occurring or spreading. You must 
continually reevaluate the risks and the sufficiency of 
your controls in mitigating them. 
 
So, what controls should you be considering in your 
environment? This article explains the evolving controls 
that your organization can implement to help you 
mitigate the risks and impact of ransomware.  
 
Questions? We’re here to help! Please contact us at 
cybersecurity@capincrouse.com.  
 
 
Additional Resources: 

Understanding Ransomware: Malware in Its Cruelest 
Form 

How to Take Your Ransomware Controls to the Next 
Level  

The State of Ransomware and Enhanced Controls 
Recorded Webcast 
 
 
 
 
 
 
 
 
 

It’s vital to evolve your controls to 
not only allow you to recover from 
an incident but ensure that you 
are as equipped as possible to 
prevent it from occurring or 
spreading. 

https://www.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf?cmp=120469
https://www.pbs.org/newshour/politics/watch-live-colonial-pipeline-ceo-testifies-on-cyber-attack-as-u-s-recovers-ransom-payment
https://www.pbs.org/newshour/politics/watch-live-colonial-pipeline-ceo-testifies-on-cyber-attack-as-u-s-recovers-ransom-payment
https://www.capincrouse.com/top-cybersecurity-myths-can-just-get-cyber-insurance/
https://www.capincrouse.com/ransomware-controls-next-level/
mailto:cybersecurity@capincrouse.com
https://www.capincrouse.com/ransomware-malware-cruelest-form/
https://www.capincrouse.com/ransomware-malware-cruelest-form/
https://www.capincrouse.com/ransomware-controls-next-level/
https://www.capincrouse.com/ransomware-controls-next-level/
https://www.capincrouse.com/ransomware-enhanced-controls/
https://www.capincrouse.com/ransomware-enhanced-controls/
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