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Application security is constantly debated. Various 
regulatory and governing bodies, societies, and institutes 
have different guidelines for minimum standards, and 
these recommendations often change as the threat 
landscape evolves.  
 
How far does your organization truly need to go when 
implementing application security? And what do you do 
with these differing recommendations? 
 
Before you can delve into the various controls and 
determine the sufficiency of your configurations, you must 
understand common threats affecting organizations and 
their applications and the impact they can have on your 
organization.  
 
Common Threats  

 Brute force attacks are rampant. A brute force 

attack occurs when a hacker repeatedly attempts to 
guess your login information. While these attacks had 
to be conducted manually in the past, now there is 
sophisticated password-cracking software that tries 
every possible password combination (e.g., 
Password1, Password12, Password123). With the 
enhancements in software and computer processing 
power, it’s only a matter of time before your password 
is cracked. 

 People consistently practice bad password 
management. They use basic dictionary words. They 
don’t change them frequently. They use identifying 
details, such as the name of their spouse. They write 
passwords down in unsecured places, like a note on 
their phone. End users make it extremely easy for a 
brute force attack to be successful and for passwords 
to be guessed.  

 Database breaches at other organizations can 
affect you. Many people use the same password 
across multiple systems. A database breach at 
Facebook may not seem concerning, but what if an 
employee uses the same password for Facebook and 
all of your network and financial applications? That 
can increase the risk of compromise if a hacker 
obtains an employee’s password from Facebook and 
attempts to access other applications the employee 
uses.  

 Phishing scams are becoming more 
sophisticated. Cybercriminals steal usernames and 
passwords by sending phishing emails to their 
potential victims. These emails impersonate 
legitimate application services with the intent to lure 
the recipient into clicking on a link that directs him or 
her to a fraudulent login page. These fraudulent login 
pages look similar to the legitimate login pages and 
trick the user into inputting the username and 
password. The fraudulent page then submits the login 
credentials to the cybercriminal. 

 Keylogger malware installs on a computer 
without the user’s knowledge. Cybercriminals also 
use keylogger malware to obtain usernames and 
passwords. This malware is installed on the victim’s 
system without his or her knowledge, most commonly 
when a user visits a malicious website or clicks on a 
malicious link. The malware captures all the 
keystrokes the user types, which often include 
usernames and passwords. The keystrokes are then 
submitted to the cybercriminal.   

 Default usernames and passwords are often 
overlooked. Cybercriminals can access certain 
systems and administrative portals using default 
usernames and passwords. This method is more 
common on hardware devices with web-based 
administrative portals, such as modems, routers, 
VoIP, printers, surveillance, and other Internet of 
Things (IoT) devices. Manufacturers of these 
products configure a single default username and 
password for all devices and post this information 
publicly. Many organizations don’t change default 
usernames and passwords when installing these 
products on their network, leaving them vulnerable to 
unintended access. 

 
Impact of Attacks 

Hackers have many reasons for attacking, and weak 
passwords could allow the exploitation of systems, 
infrastructure, or applications to achieve their goals. 

 Some attacks are purely to wreak havoc. An attacker 
who gains access may simply delete data or corrupt 
systems. Depending on the severity, this could 
significantly hinder your organization’s ability to 
function.  
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 Some attacks aim to disrupt operations. Some 
attackers want to prevent an organization from 
conducting business. Organizations may struggle to 
recover when this occurs.  

 Many attackers aim to steal sensitive information 
they can sell on the dark web or other malicious 
websites. Depending on the severity, this can have a 
financial impact due to various breach and privacy 
laws and regulations. It can also have a reputational 
impact if your constituents fail to see you as a 
protector of their information.  

 
Now that you understand the risks, it’s important to take 
steps to reduce them. This article reviews recommended 
application security settings and outlines steps you can 
take to enhance your organization’s application security 
controls.  
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