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I's no secret that data security and data privacy have now
entered the legal realm. News headlines continue to alert
readers to data breaches, but now they are also peppered
with updates on new laws appearing on the local,
national, and international scene.

These laws are long overdue, and every organization
should be aware of what they encompass.

European and U.S. Laws

The United States currently lacks federal legislation
related to data privacy and security. Many states have
enacted some form of law related to
this topic, but most are highly
ineffective in the current cyber
climate.

The European Union (EU) propelled
this subject into mainstream news
with the passage of the General Data
Protection Regulation (GDPR), which
went into effect in May 2018.

The advent of the GDPR, coupled with what seems like
daily data breaches, stirred the U.S. government to begin
developing privacy laws, and state governments to dust
off their old laws and give them a much-needed facelift.

In December 2018, the U.S. Senate introduced the Data
Care Act of 2018, which is an attempt to enforce privacy
and security of data on a federal level. Organizations and
security professionals are actively monitoring this bill
along with other new laws and anxiously waiting to see
which will be enforced and how organizations will be
impacted.

Compliance Considerations

The GDPR caused quite a commotion when it went into
effect. The new regulation is extremely thorough and
overreaching. It's also packed with heavy consequences
for non-compliance, which the media focused on.

These laws are long
overdue, and every
organization
be aware of what they
encompass.

In summary, the GDPR grants many rights to EU citizens,
who can exercise these rights even if the organization
with their data is not located in the EU. The GDPR also
includes requirements for reasonable security measures
and stringent breach notification procedures. On the other
hand, here in the U.S. many of the revised state laws
include a decreased scope of coverage. These laws
primarily focus on three principles: data destruction, a
general statement on data security, and breach
notification. The specifics on breach notification vary
slightly. A handful of state laws include a wider scope of
coverage and somewhat resemble the GDPR.

Compliance with the new laws can
be daunting. If full compliance is not
feasible, the next best approach is to
prioritize and focus on smaller
objectives. Think of it as a marathon.
If you don’t currently run, you
probably wouldn’t start by training for
a marathon. A 5k would be a more
reasonable goal. That’s how you can
treat data privacy compliance. Take
on the five smaller goals below and once you've
accomplished them, you’ll be well on your way to
compliance. Anything is better than sitting on the couch.

should

So lace up those shoes and let’s get started!

1. Assign responsibility.

The first step to compliance is to designate a Data
Security Officer. Depending on the size of your
organization, this could be an entirely new role or added
to the responsibilities of your Information Security Officer,
a member of your IT department, or someone outside the
IT department. This doesn’t necessarily need to be the
individual performing the actions, just someone
responsible for ensuring that all elements of the law are
being implemented.

Due to the critical nature of the Data Security Officer role,

it is best for it to be independent of the IT department to
ensure it receives the prioritization it deserves. The
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primary role of the IT department is to ensure IT systems
are running smoothly, and data security and privacy often
fall to the wayside among the daily demands of those
tasks.

2. Assess your data risk.

A risk assessment is one of the more critical steps in
developing a data security and privacy program. Without
a risk assessment, you lack the roadmap to logically
address all the threats to your data assets.

The first step is to identify each system or application that
contains personal identifying information (PIl). Each law
defines PIl differently, so it is important for your
organization to define PII using a collection of applicable
laws.

Once all PIlI has been identified, document the security
safeguards you have in place to reduce the risk of a data
breach. Examples of protection can include:

e Encryption of data at rest and in transit
e Password parameters

e Account lockout settings

e Multi-factor authentication

e Patch management procedures

e Anti-malware management

If any residual risk remains after those controls have been
considered, apply additional safeguards to reduce the risk
to a level within your risk appetite.

Finally, identify the geographical areas of PII that your
organization houses. The location of the data could affect
the steps that must be taken upon a potential or realized
breach.

3. Implement controls to protect your data.

After completing the risk assessment, make sure all
security controls or safeguards that you have defined in
your risk assessment are fully implemented and operating
effectively. This is an ideal time to conduct an internal IT
audit of controls or engage external expertise to perform
an independent audit of IT controls. An internal or external
audit will often identify weaknesses in the risk assessment
and can pinpoint missing controls that should be
implemented to satisfy the legal requirement of
reasonably securing data.

4. Update your Incident Response Plan.

Incident response procedures are a primary component
of the new data laws. Specific notification requirements
vary among the laws, but all require certain timeframes,
notification methods, and recipients of the notifications.
Recipients range from the victims themselves to other

parties including, but not limited to, state attorney
generals, supervisory authorities (under the GDPR), and
credit reporting agencies.

It is crucial to list these differences in your plan, and the
accompanying parameters for when notification would be
required. With timeframe requirements ranging from 72
hours to well over 60 days, the contact information and
responsibility for notification should be clearly assigned in
your Incident Response Plan. It is also important to pay
attention to the disclaimers in the law, as several include
an exception to the timeframe parameter if the security
incident is part of an ongoing investigation.

5. Establish front-line procedures.

A handful of these laws (including the GDPR and the
California laws) grant new rights to citizens. Some of
these include rights to:

e Access their data
e Rectify their data
e Have their data erased

e Receive their data and transmit it to another controller
(data portability)

e Opt-out of automated decision-making systems
e Opt-out of data being sold or shared

It's likely that your front-line staff will initially receive these
sorts of requests. It's imperative for them to be familiar
with response procedures since the time clock on these
requests starts the moment your organization receives
them. You will also want to ensure that your generic
support email addresses and front-line email accounts are
actively checked.

Furthermore, you should develop procedures for handling
and processing each of these requests. Failure to
respond adequately could result in civil litigation, which is
a higher likelihood for small to medium-sized
organizations than the GDPR non-compliance fines.

Best Practice

These laws will evolve, and we will continue to see
international, national, and state laws affect organizations
that would usually fall outside of their physical borders
and jurisdiction.

Rather than ignoring these new laws, following these

initial five steps will position your organization for

Without a risk assessment, you lack
the roadmap to logically address all
the threats to your data assets.
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compliance while reducing your risk of a data breach.
Even if you are unsure whether you “have” to comply, you
should consider following these steps to help protect your
organization and your constituents.

This article was originally published in The Nonprofit
Times.
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